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Section 8.1:
Subnetting an IPv4 Network

Upon completion of this section, you should be able to:

A Explain how subnetting segments a network to enable better communication.
A Explain how to calculate IPv4 subnets for a /24 prefix.

A Explain how to calculate IPv4 subnets for a /16 and /8 prefix.

A Given a set of requirements for subnetting, implement an IPv4 addressing
scheme.

A Explain how to create a flexible addressing scheme using variable length subnet
masking (VLSM).
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Topic 8.1.1:
Network Segmentation




Broadcast Domains

Each router interface connects a broadcast domain and broadcasts

are only propagated within its specific broadcast domain.

© 2013 Cisco and/or its

affiliates. All rights reserved.

Broadcast Domain

GO0J/O

Internet
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Problems with Large Broadcast Domains

A Slow network operations due to the significant amount of
broadcast traffic.

A Slow device operations because a device must accept and

process each broadcast packet.
<nteme>

LAN 1:172.16.0.0/16
(400 users)




Problems with Large Broadcast Domains

(cont.)

A Solution -reduce the size of the network to create smaller

broadcast domains in a process called subnetting.

A These smaller network spaces are called subnets.

< |ﬂtEfﬂE>

=

[ LAN 2:172.16.1.0/24

[ LAN 1: 172.16.0.0/24
(200 users)

(200 users)

—
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Reasons for Subnetting

Network administrators can group devices and services into subnets that are
determined by: Location

LAN 5: 10.0.5.0 {24 (Fifth floor)

Go/4
LAN 4: 10.0.4.0 /24 (Fourth floar)
G0/3
LAN 3: 10.0.3.0 f24 (Third floor)
G0f2
LAN 2: 10.0.2.0 /24 (Second floor)
GO0/

LAN 1: 10.0.1.0 /24 (First floor)
GoJjo

Intemeb
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Reasons for Subnetting (cont.)

Network administrators can group devices and services into subnets that are
determined by: Organizational unit.

< ﬂtEfﬂED

Administration ] | Human Resource
LAM1:10.0.1.0 /24 LAN 3:10.0.3.0 /24

o L.

G0N Go/2

Students ] | Accounting
LAN 2:10.0.2.0 f24 LAN 4:10.0.4.0 f24
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Reasons for Subnetting (cont.)

Network administrators can group devices and services into subnets that are
determined by: Device type.

LAN 1:10.0.1.0 /24
(All Hosts)

LAN 3:10.0.3.0 f24
(All Servers)

LAN 2:10.0.2.0 /24
(All Printers)

© 2013 Cisco and/or its

affiliates. All rights reserved.
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Topic 8.1.2:
Subnetting an IPv4 Network




Octet Boundaries

Subnetting Networks on the Octet Boundary

nnnnnnnn.

295000 11111111,

1 255 ). nnannnnn.
" 29525500 11111111.
/24 255.255.255.0 nnnnnnnn.

Prefix
Length
/8

11111111.

Subnet Mask in Binary
(n = network, h = host)

hhhhhhhh.hhhhhhhh. hhhhhhhh
00000000.00000000.00000000

nnnnnnnn, hhhhhhhh hhhhhhhh
11111111.00000000.00000000

nnnnnnnn . nannnnnn . hhhhhhhh
11111111.111121111.00Q000000

16,777,214

65,034

254

© 2013 Cisco and/or its affiliates. All rights reserved.
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Subnetting on the Octet Boundary

Subnetting 10.x.0.0/16

Subnetting 10.x.x.0/24

© 2013 Cisco and/or its affiliates. All rights reserved.

Subnet Address Host Range
(256 Possible Subnets) (65,534 possible hosts per subnet)

10.0.0.0/16
10.2.0.0/16

10.255.0.0/16

10.0.0.1 - 10.0.255.254
10.2.0.1 - 10.2.255.254

10.5.0.1 - 10.5.255.254

10.6.0.1 - 10.6.255.254
0.1 - 10.7.255.254

-
o
|

10.255.0.1 - 10.255.255.254

Broadcast

0.0.255.255

2

4

10.2.255.255
]
0
10.5
0
0

2

2

.255.255
.255.255
2
2
2

(]

—

55.255
55.255

6

N7l

— |

55.255

10.255.255.255

Subnet Address
(65,536 Possible Subnets)
10.0.0.0/24

10.0.1.0/24
10.0.2.0/24

10.0.255.0/24
10.1.0.0/24
10.1.1.0/24
10.1.2.0/24

10.100.0.0/24

10.255.255.0/24

Host Range
(254 possible hosts per subnet)

10.0.0.1-10.0.0.254
10.0.1.1 - 10.0.1.254
10.0.2.1 - 10.0.2.254

10.0.255.1 - 10.0.255.254
10.1.0.1 - 10.1.0.254
10.1.1.1 - 10.1.1.254
10.1.2.1 - 10.1.2.254

10.100.0.1 - 10.100.0.254

10.255.255.1 - 10.255.255.254

10.0.255.255
10.1.0.255
1.1.1.0.255
10.1.2.0.255

10.100.0.255

10.255.255.255




Classless Subnetting

A 1257 Borrowing 1 bit from the fourth octet creates 2 subnets supporting 126
hosts each.

A 126 7 Borrowing 2 bits creates 4 subnets supporting 62 hosts each.
A 1271 Borrowing 3 bits creates 8 subnets supporting 30 hosts each.
A /28 1 Borrowing 4 bits creates 16 subnets supporting 14 hosts each.
A 1291 Borrowing 5 bits creates 32 subnets supporting 6 hosts each.
A /307 Borrowing 6 bits creates 64 subnets supporting 2 hosts each.

e —
Prefix Subnet Mask in Binary # of # of
Length (n = network, h = host) subnets hosts

nannnnnn . nnnnnnnn . nonnnnnn . nchhhhhhh

AEEEE I 11111111.111111211.11111111.10000000

nannnnnn .. nnnnnnnn .. nnnnnnnn . anhhhhhh

/26 255.255.255.192 11111111.11111111.11111111.11Q00000 4 62
27 | 255.255.255.224 11111111 11111111 11111111 11100000 8 30
/28 | 255.265.255.240 TI111111 11111111, 11111111 11110000 16 14
29 | 255.265.255.248 TI111111 11121111, 11111111 11111000 32 6
130 255 255,255,252 ANAMADAN . AMNOARAN .. AnRARAnnn . nnannnhh 64 5

11111111.11111111.11111111.11111100
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Classless Subnetting Example

192.168.1.0/25 Network

Bomrow 1 kit from the host portion of the address.

—_—
Original 192. 168. 1. 0 000 000D
1 Metwork
Mask 255. 255, 255. 0 000 0O0QO
The bormowed bit value is 0 for the Net 0 address.
Meto 132. 1E6E. 1. 0 0d4D D0OQD
The borrowed béﬁlgses?ﬂ for the Met 1 2 Subnets
Met1 192. 16E. 1. 1 000 0OGO

The new subnets have the SAME subnet mask.

Mask 255. 255. 255. 1 040 000D

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Classless Subnetting Example (cont.)

Dotted Decimal Addresses

Borrow 1 bit from the host portion of the address.

—
Original 192. 168, 1. 0 04o  0OQo
1 Network
Mask 255. 255, 255. 0 0G0 0OQD
1482, 168, 1. 0/25
Neto 192. 168, 1. 0 000 0OOD
192 168, 1. 128/25 2 Subnets
Net1 1382. 168, 1. 1 000 0O0OD
255. 255. 255. 128
Mask 255. 255, 255, 1 0G0 DOGD

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Creating 2 Subnets

/25 Subnetting Topology

H 192.168.1.0/25
r
G0/0
E B
r

192.168.1.128/25

Cisco Public 17



Creating 2 Subnets (cont.)

Address Range for 192.168.1.0/25 Subnet

Network Address

152, 168. 1. 0 000 oooo = 1%2.168.1.0
First Host Address

192, 168, 1. 0 000 0001 = 192.168.1.1
Last Host Address

132. 168. 1. 0 111 111p = 192.168.1.126
Broadcast Address

152, 168. 1. 0 111 1111 = 1%2.168.1.127

MNetwork Address
192,

First Host Address

192,

Last Host Address

1582,

Broadcast Address

192,

Address Range for 192.168.1.128/25 Subnet

1e8.

le8.

168.

1e8.

1.

000

000

111

111

0000

0001

1110

alila

192.16e8.1,128

192.16e8.1.129

192.168.1,254

192.168.1.255

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 2 Subnets (cont.)

Configure R1 Gigabit Interfaces

192.168.1.2/25

H 192.168.1.0/25
pe GO/0
I!iiil[

192.168.1.130/25 192.168.1.128/25

129
GoM

El({confiog)#interface gigabitethernet 0/0
Rl{config-if)#ip address 192.168.1.1 255.255.255.128
Rl ({config-if)#exit

Rl {config) #interface gigabitethernet 0/1

Rl (config-if)#ip address 192.168.1.129 255.255.255.128

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Creating 2 Subnets (cont.)

Assign a Valid Host IP Address

Internet Protocol Version 4 (TCP/IPv
General

ou can get IF settings assigned automatically if your network
supports this capability, Otherwise, you need to ask your network
administrator for the appropriate IP settings.

) Propertie

(7 Obtain an I address automatically

@z the following T address]

IF address: 192 . 168 . 1 . 130

Subnet mask; 255 . 255 . 255 . 128

Default gateway: 192 .168 . 1 .129

| Obtain DNS server address automatically

(@) Use the following DNS server addresses

Preferred DNS sarver:

Alternate DNS server:

[Tvalidate settings upon exit

© 2013 Cisco and/or its affiliates. All rights reserved.
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Subnetting Formulas

To calculate the number of subnets. 2 I I

= bits borrowed

192 . 168 . 1 . 0

nnnnnnnn. nnnnnnnn . nnnnnnnn. hhhhhhhh

Bomowing 1 bit: 2" =2 =
Borrowing 2 bits: 2°2=4 =
Borrowing 3 bits: 2°3=8 =
Borrowing 4 bits: 2*4=16 =
Borrowing 5 bits: 2*5=32 =
Borrowing 6 bits: 26 =64 =

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Subnetting Formulas (cont.)

To calculate the number of hosts. 2 A n — 2

M= the number of bits remaining in
the host field

192, 164. 1. 0 000 0000

T

[ 7 bits remain in host field

2°7 = 128 hosts per subnet
27 - 2 = 126 valid hosts per subnet

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Creating 4 Subnets

/26 Subnetting Topology

192.168.1.2/26

H 192.168.1.0/26
»
E‘

192.168.1.66/26 192.168.1.64/26

192.168.1.128/26

130
S0/0/0

129
S0/0/0

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Creating 4 Subnets (cont.)

Original

Mask

Met O

Met 1

MNet 2

MNet 3

Mask

Borrowing 2 Bits

Borrowing 2 Bits
—li

182. 1g8, 1. o0 00 o000
255, 2hL, 245, a0 00 0000

Borrowing 2 bits creates 4 subnets:

!

192, 1le8. i, 0o 00 0000
192, 1e8. 1. 01 00 0000
192, 1leg. 1. 10 00 0000
192, 1leg. 1. 11 00 0000
All 4 subnets use the same mask:
258, 255, 255, 11 00 0000

—

192.168.1.0/2¢
192.168.1.64/28
192.168.1.128/2¢8

192,168.1.192/2¢

|

Mask:255.255.255.192

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 4 Subnets (cont.)

Calculate Number of Hosts Address Range for 192.168.1.0/26 Subnet
Metwork Address
182, 168, 1. 00 00 0000 132, 168, 1. 00 oo oo0ooo = 192.168.1.0
T First Host Address

| 6 bits remain in host field I

13z, 158. 1. 00 00 0001 = 182.168.1.1
2"6 = 64 hosts per subnet

2"6 - 2 = 62 valid hosts per subnet
Last Host Address
192, 168. 1. oo 11 111 = 192.168.1.62
Broadcast Address
13z, 158. 1. 00 11 1111 = 1%2,168.1.63

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Creating 4 Subnets (cont.)

Address Ranges Nets 0 - 2

MNetwork 122. 1g8. 00 00 0000 192 .168.1.0
First 192, 1c8. 00 00 0001 152 .168.1.1
Met O
Last 192, 168, 00 11 1110 152 .16B.1.62
Broadcast 192. 1e8. 00 11 1111 1532 .16B.1.63
Network 192. 168. 01 |00 0000 152.168.1.64
First 192, 188. 01 |00 0001 152.168.1.65
Met 1
Last 192. 168. 01 (11 1110 152.168.1.126
Broadcast 192. 1e8. 01 11 1111 152 . 168.1.127
MNetwork 192. 168, 10 00 D000 132 . 1g8.1.128
First 192. 1g8. 10 00 0001 192 .168.1.129
Met 2
Last 192, 168, 10 11 1110 1%2.1a8.1.190
Broadcast 192. 188, 10 11 1111 192.168.1.191

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 4 Subnets (cont.)

Configuring the Interfaces with /26 Addresses

192.168.1.2/26

E 192.168.1.0/26
”

i
192.168.1.66/26 192.168.1.64/26

192.168.1.128/26
130

29
65 S0/0/0

Bl {config) #interface gigabitethernet 0/0

Bl {config-if) #ip address 192 168.1.1 255.255_255.182
Rl {config—-if) +exit

Bl (config) #interface gigabitethernet 0/1

Rl (config-if) #ip address 13%2.168.1.65 255.255.255.182
Bl (config-if) #exit

Rl (config) #interface serial 0/0/0

Rl {config-if) #ip address 192 168.1.129 255.255.255.192
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Topic 8.1.3:
Subnetting a /16 and a /8 Prefix




Creating Subnets with a /16 prefix

/18

19

120

f21

f22

123

f24

125

126

127

Prefix
Subnet Mask
Length

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

255.255.255.0

255.255.255.128

255.255.255.192

255.255.255.224

Network Address
(n = network, h = host)
nnnnnnnn.nnnnnnnn.nhhhhhhh.hhhhhhhh
11111111.11111111.10000000.00000000
nnnnnnnn.nnnnnann.nnhhhhhh.hhhhhhhh
11111111.11111111.11000000.00000000
nnnnnnnn.nnnnnnnn.nnnhhhhh.hhhhhhhh
11111111.11111111.11100000.00000000
nnnnnnnn.nnnnnnnn.nnnnhhhh.hhhhhhhh
11111111.11111111.11110000.00000000
nannnnnn.annnnnnn.nannnhhh.hhhhhhbh
11111111.11111111.11111000.00000000
nnnnnnnn.annnnnnn.nnnnnnhh.hhhhhhhh
TM1T11111.11111111.11111100.00000000
nnnnnnnn.nnnnnnnn.nnnnnnnh.hhhhhhhh
11111111.11111111.11111110.00000000
nnannnnnn.nnnnnnnn.nnnnnnnn.hhhhhhhh
11111111.1111717111.117111111.00000000
nnnnnnnn.annnnnni.nnnnnnnn.nhhhhhhh
11111111.11171717111.11111111.10000000

nannnnnn.nnnannnn.annnnnnn.nnhhhhhh
11111111.11111111.11111111.11000000

nannnnnn.nnnnnnnn.nnnnnnnn.annhhhhh
TM111111.1111717111.11111111.11100000

# of #of |mm
subnets hosts

16

32

64

128

256

512

1024

2048

32564

16282

8190

4094

2046

1022

510

254

126

62

30

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 100 Subnets with a /16 Network

172

nnnnnnnn.nnnnnnnn.hhhhhhhh.hhhhhhhh

Borrowing 1 bit:
Borrowing 2 bits:
Borrowing 3 bits:
Borrowing 4 bits:
Borrowing 5 bits:
Borrowing 6 bits:
Borrowing 7 bits:
Borrowing & bits:
Borrowing 9 bits:

Borrowing 10 bits:
Borrowing 11 bits:
Borrowing 12 bits:
Borrowing 13 bits:

. 16

2" =2 =
2"2=4 =
2"3=8 =

2" =16 =
2"5 =32 =
2"6 =64 =
2"7 =128 =
2"8 = 256 =
2"9 =512 =
2710 = 1024 =
2°1 = 2048 =
272 = 4096 =
2713 = 8192 =

Borrowing 14 bits: 2*14 = 16384 =

0

0

© 2013 Cisco and/or its affiliates. All rights reserved.
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Creating 100 Subnets with a /16 Network

(cont.)

172.

255,

172,

172,

172.

172.

Resulting /23 Subnets
—_—
16. 0000 0000. 0000 0000
255, 1111 1110. 0000 0000

}

Borrowing 7 bits creates 128 subnets

1l6.

1l6.

1a.

16.

0000 0000.

0000 0010.

0000 0100.

Lton.

1111 1110.

0000 0000

0000 0000

0000 0000

0000 0000

172.16.0.0/23

172.16.2.0/23

172.16.4.0/23

172.16.254 .0/23

© 2013 Cisco and/or its affiliates. All rights reserved.
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Calculating the Hosts
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